FTP- authentification

"] Enoncé du challenge

@“ Un échange authentifié de fichier réalisé grace au protocole FTP.
Retrouvez le mot de passe utilisé par I'utilisateur.

y Fichiers fournis
chl.pcap

Ressource

<, Etape 1: Installation de Wireshark

Pour analyser le fichier de capture réseau (.pcap), j'ai installé Wireshark, un
outil d'analyse de protocoles réseau.

WIRES HARK S Oowikcad EiLean BB Resources B R Toos AR Communky RS Develo)

The world's leading
network protocol
analyzer

Wireshark lets you dive deep into your network traffic -
free and open source.

Download Now

our members & sponsors. Join our community of industry leaders
supporting open-source innovation.
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https://www.notion.so/signed/attachment%3Ad462b8cb-d46f-455e-b0ae-f71c35f01e00%3Ach1.pcap?table=block&id=2d1331ba-5e19-80a7-9686-d70191856d0e&spaceId=e420f717-1eb4-4cb1-89c2-78695b9bf704&userId=62d70d15-442f-4163-b3d3-400eafb43aa0&cache=v2
https://www.notion.so/Ressource-2e1331ba5e198083a12dcadc5a5a2d6d?pvs=21

W;W Download v Leam v  Resoues v

Download Wireshark

Choose your platform and t analy.

c today.

sarkorg/win64/Wireshark-46.2-x64.exe
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Official certification from the Wireshark Foundation is available! Learn about becoming a Wireshark Certified Analyst

Tools v Communty v  Develop v  Members  Certifications

Stable Release: 4.6

v

Old Stable Release:

Documentation

Welcome to Wireshark 4.6.2 x64
Setup

This wizard vl guide you through the nstalltion of
Before startng the nstallabon, make sure Wireshark s not
funring,

Clck Next fo continve:

2

o

Find out more about
the new HCA
certification




r Setur

License Agreement
Please review the icense terms before instaling Wireshark 4.6.2X64.

Wireshark s distributed under the G General Publc License.

‘GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1985, 1991 Free Software Foundation, Inc.,
<hitps:/IsForal>

Everyone is permited to copy and dstrbute verbatm copies
of this icense document, but changng tis not allwed.

Preamble

 The lcenses for most software are designed to take away your

purposes only.

Do you use Wireshark professionally?
Become a Wreshark Certfied analyst!

roubleshooting using Wireshark.

You can learn mare at https/ vl wreshark.org/cer tfcatons.
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264 Setup
Choose which features of Wireshark 4.6.2 x64 you want to instal,

The following components are avaiable for instaltion.

Select components to nstal:

hark.
Exteral capture tooks (extcep)
0] androiddump
Etwdump
[ Rancpidunp
Description

Space requred: 300.4M8

desarpton

Addtional Tasks

reate shortauts and assocate fie extensions.

Create Shortcuts
[Awireshark Start Menu Ttem
[ vireshark Desktop fcon

Associate File Extensions

[Aassodate trace file extensions with Wireshark

Extensionsinclode v, 3cp, 3, atc, bfr, cap, enc, er, fd, fix, cap,
mplog, ntar out, Beap) pcapna, P, pkt,1fS, 9, 5noop, syc, o, 1L,
race, tre,yne, woc, and
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M Vireshark 4 etur

Choose Install Location
Choose the folder in which to nstall Wreshark 4.6.2x54,

Choose a dectory n which to mstall Wreshark.

Destnaton Foider

[CiPropanFiesvireshak

Space required: 300,418
Space avalable: 72.0G8

reshark® Instaler

a tup
Packet Capture.
Wiireshark requies Nocap to capture v netork data.

Curently installed Npcap o WinPcap versin
ther o these 2

Instal
[MAnstal Nocap 1.83

Inportantnotice:

‘net stop ncap)

LéSimgorsabout Necap

Wireshark® I SGBer
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USB Capture:

(experimental)?

Currently installed UsgPcap version

UsEPcap s curently nok

Instal
Minstall usepeap 1.5.4.0

Important notice
n

hitps:/fgithub. com/desowin usbpcap lssues/3

Learn more about USEPcap

Wireshark® Installe

Setup

Please wait whie Wreshark 4.6.2 x641is being nstaleds

“

Execute: "C:\Program Fies\Wreshark\ve_redist. x64.exe® nstal quiet /norestart
N N

redstx64.exe” fnstal
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ireshy

icense Agreement
Please review the icense tems before nstaling Nocap 1.83.

Press Page Down to see the restof the agreement.

INPCAP COPYRIGHT / D USER LICENSE AGREEMENT

INpcap (ats: inpcap.con) is a Windows packet snifing eivr and
copyright (c) 2013-2025 by Nmap Software LLC ('The Nmap
rights reserved.

library and s
fProject. Al
[Even though Nocap source code s publy avaiable for review, itis

Joftwere withot specal permssion from the Nnap Project. The
Jstandard () version s usual limited o ntalition on five

ept the terms of dick1
agreement to nstal Npcap 1.3,

Installation Options.
Please review the foloning optons before nstaing Npcap 1.83

JRestrict Npcap criver’s access to Adminstrators only
0.

[instal Nocap in WinPcap APL-compatibie Mode:




Exe
e
e
e
e
Re
e
Re
ol
e
B
=

[

C Etape 2 : Ouverture du fichier de capture

Une fois Wireshark installé, j'ai lancé le programme et ouvert le fichier .pcap
télécharge depuis Root-me.
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£ The Wireshark Network Analyzer
File Edit

AD4Ade BBERE R
R Apply a display filter ... <Ctrl-/>

View Capture  Anal Statistics

Welcome to Wireshark

...using this filter: N Enter a capture filte

Ethernet
Adapter

ware Network Adapter VMnet2

Wware Network Adapter VMnet]
Ethernet 3
Ethernet 2

@ USBPcap!
@ USBPcap2

SBPcapl
\USBPcap2

User's Wiki

Guide

Questions
and Answers

You are running W

Ready to load or capture
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Telephony
ea=2E2 1 & B

= Al interfaces shown =

Mailing SharkFest . Wireshark Discord

Lists

eshark 4.6.2 (v4.6.2-0-g24d5e2b5a3dc). Yeou receive automatic updates.

Mo Packets

Donate

Profile: Default




E:-:Zpljl"t PDUs to File...

Strip Header

Cirl+Q
User's - Wiki - Questions .  Mailing
Guide and Answers Lists

You are running Wireshark 4.6.

E Ready to load or capture

File nar

Files of type: |All Capture Files

Automatically detect file type

Read filter:
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= Al interfaces shown =

SharkFest . Wireshark Discord

ve automatic updates.

Mo Packets Profile: Default

Cancel

Help




chipeap
File Edit

QmE

Protocol Length info

4 ] Seq-o win-3264s
312 33978 [ ACK] Seqo Acked uin-:ssu u..-o
35974 + 21 [ACK] Seq=1 Ack=1 ks Le
nse: 20-07C ot from . e
21 [Ac] 7 Win-2648 Tsva
se: 280 Comoceion wil) clove 3 idte more
3 Win-32648 L.

21 [PSH, ACK] Seq=31 Ac

974 [PSH, ACK] Seq=139 Ack=3:
e; 215 05/4% 1s the remote apmmg Sys
6 35974 - 21 [PSH, ACK] Seq=37

Request: SITE NAMEFMT

21+ 35974 [P, ACK] Seqe21s Ack=51 i

Response: 250 Now using naming format.

35974 > 21 [PSH, ACK] Seq=51 Ack=251 k

Request:

0 21 » 35974 [PSH, ACK] Seq=251 Ack=56 Wir
"eoTSases” is current Library.
=287 ¥

Response: 257 "COT
S o o [ Lo S
Reque
21+ 3597d [PSH, ACK] Seq=287 Ack=62 b

s:0c:ia: T8
tocol Version 4, 16.20.144.150, Dst: 10.20.144.

S

4
nternet Proto ¢ 151
Tt aninicsion Conerol Protacol, Sre Port: 35975, Dat Port: s1-ceqt or Len 0

s 00 Tsec
MS5=1356 WS=1 TSval=165739800 TSecr=1657560000
657560000 TSecr=1657390000

657550500 Tsecr-1657290000

637560560 Tecr-1657390000

657564500

657397500

657563500

al=1657393000 TSecr=1657568500
tem. The TCP/IP version is "VSR2Me".
al=1657563500 TSecr=1657398000

1657398000 TSecr=

n= 657568500

657563500 Tsec

557395000

657398000 Tsec

657568500

1657563500 TSecr=

557395000

o0 00

Etape 3 : Analyse du protocole FTP

o5 64 o1 @3

Puisque I'énoncé mentionne un échange authentifié via le protocole FTP, j'ai
appliqué un filtre sur le protocole FTP pour isoler les paquets pertinents.

chipeap

File Edit

78 21 + 35978 [SVly ACK] Seq=0 Acked bineigses Len-e
3974 - 23 [AcH] Seqm Ackes s
esponse: 220-01C at fran-cag. o

3557 = 21 [ACK] Sequt Ack
Raspense: 280 Comeneion witt :lase it saie
35974 = 21 [ACK] Seq-1 Ac
Request: USER cats3500
espon Enter password
Sooma = 21 oo, 0K Sequrs Ac
Request: PASS cdts3500
2273597 [rsh, ACK] Seqriie Acke31 i
2

21> 35974 [PSH, ACK] Seq=139 Ack=37 i

Request: SITE

Response: 250 Now using naming format @'

35974 » 21 [PSH, ACK] Seq=51 Ack=251 k
Request: P
21+ 35974 [PSH, ACK] Seq=251 Ack=56 Win=1638
Response: 257 "CDTS3508" is current library.
S o [ (3 S

20.765720 .20.144. .20, P Request:

. = Re ot set
T hecurate £ Mot
Lon indos
Not
: ot set

fice Flngs

Window:

[(ahulat:d o

Checksum: “ovaton Tumverificd]
Ch Unverified]

Uperat)un ory
cale: 0 (multiply by 1)
P Option - No-Operation (OP)
Fizan ()
TSval 1657560000, TSecr @
1): The SYN packet does not contain a SACK PERM option]

00006600 secon:
ean: ©0.000000000 se
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20.766000 1144, .20.144. 21 sssu st ACK] Seqr287 AckeG2 Wine16384 Len=o

s ~
MSS=1356 WS=1 TSval=1657390000 TSecr=1657560000
657560000 TSec

n=32648 Lene0 TSal-1657550500 Tsecr-1657290060
than 5

R s

Tsva

Response: 215 05/468 is the remote operating system. The TCP/IP versi

35874 » 21 [PSH, ACK] Seqe37 Ack=z1S Uin=32648 Len-9 TSval-16S7568500 Tsecr=1657288000
[

TSecr=1657563500

TSecr=1657398000

TSecr=1657563500

TSecr=1657395000

Tsecr=1657581000

Packets: 105 - Displa Profile: Default

n



Objectif : Comprendre ou I'authentification a lieu et identifier les
commandes FTP utilisées.

chipeap
File Edit Copture Analyze Statistics  Telephony

tIE

35978 = 21 [SYN] Seq=d Win=32643 Len= M55=1360 Ws=1 Tsval=1657560000 TSecr=0
78 21 » 35974 [SYN, ACK] Seq=0 khl Win=16384 Len=0 MSS=1356 WS=1 TSval=1657390000 TSecr=1657560000
35974 » 21 [ACK] Seq-1 Ac 2645 Len-0 TSval-1657560000 TSec
Response: 220-QTCP 2t fran,:sg.ster:am.(am
35974 = 21 [ACK] Seqrl Acks37 Wine32645 Len-0 T5ualele7560500 Tsecr=1637350000
Responses 220 Connection will close 3 idle more £han 5 minute
5597 = 21 [ACK] Sequi Ackes3 Wine32648 Leneb Tovalo1637560500 TSecr=1657390000
1 Reguest: USER cdts3

e assword
5597+ 21 [PSH, ACK] Seq-16 Ack=114 Nin=32643 Len=0 Toval=1657564500 TSecr=1657394000
Request: PASS cdts3560

=
21 » 35974 [PSH, ACK] Seq=216 Ack=51 h

low using naming format "0
35974 > 21 [PSH, ACK] Seq=51
Request:
21 » 35974 [PsH, ACK] Sequ251 Ack=56
Respo 37 “CTS3ses" ts current Library.
T [PSH, ACK] Seq=56 Ack=257
Request:
21 - 35974 [PSH, ACK) Seq=287 Ack-62 Ui

Frame 9: Pack
Ethernet II,
nternet Protocol Version 1a4.151,
Tramslsslon Control Prutﬂ(ol o Pores 21, 0st Port: 35976, Seas 93, Ack: 16, Len: 21
Fil 1 20 45
e od 02
User name okay, need password (331)
Enter password.
orking directory: ]

105 - Displayed: 44 (41.9%)

Solution

En analysant les paquets FTP, j'ai identifié la commande PASS qui contient le
mot de passe en clair.

/,»J Mot de passe trouveé : cdis3500
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chipeap
File Edit
Qmm

Pmtuml Length Info

74 35574 - 21 [SYN] Seq=0 Win=32645 Len=0 M55=1360 W5l T5val=1657560000 Tsecr=0

78 21 » 35974 [SYN, ACK] Seq=@ Ack=1 Win=16384 Len=0 MSS=1356 WS=1 TSval=1657390000 TSecr=1657560000
35974 - 21 [ACK] Seq=1 Ack=1 Win=32645 Len- TSval=1657560000 TSecr=1657390000
s v s
35074+ 21 [AcK] 5 7 Win-2648 TSVa11657560500 TSecr=1657390000
Response: 22 utes
35974 Ack-53 1in-32645 Len-0 TSval-1657560500 TSecr-1657330060

1 R cdts:
S5 = 25974 [PSh, ACK] Seqeilé Ackea1 wi
Response: 230 CDTS3560 logged on.
35974 » 21 [PSH, ACK] Seq=31 Ach
Request
21 > 35974 [PSH, ACK] Seq=139 Ack=3: Tsvz TSecr=1657563500
Response: 215 05/400 s the remote apmmg sysum TC “VSR2MO" .
6 35974 - 21 [PSH, ACK] Seq=37 Tsvz Tsecr=1657395000
Request: SITE NAMEFMT
IR il seons s TSecr=1657563500
Response: 250 Now using naming format.
35974 > 21 [PSH, ACK] Seq=51 Ack=251 k Tsecr=1657398000
Request:
0 21 » 35974 [PSH, ACK] Seq=251 Ack=56 Wir Tsec
Response: 257 “CDTS3509" is current Library.
S0 o e [ £ S ARl Tsecr=
Reque
21+ 3597d [PSH, ACK] Seq=287 Ack=62 b

657568500

557395000

Reque;( e
t working directory

d: 44 (41.9%)

_» Conclusion

Ce challenge démontre que le protocole FTP transmet les identifiants en clair,
ce qui le rend vulnérable aux attaques de type "sniffing". Il est préféerable
d'utiliser des protocoles sécurisés comme SFTP ou FTPS pour les échanges de

fichiers authentifiés.

Challenge réalisé sur la plateforme Root-me

Signature

Waya numérique de

Waya CHEMLA

CHEML A pate: 2026.01.07

13:34:22 +01'00°
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